NudopmannoHHas mamMAaTKA J1J151 00y4aromIUuXCs

C KaKIbIM T'OJAOM MOJIOJCKHU B UHTCPHCTC CTAHOBUTLCH 6OJ'II>LHC, da IIKOJIbHUKKW OAHH M3 CaMbIX
aKTHBHBIX IOJb30BaTeneld Pynera. Mexny TeM, [OMHMO OrPOMHOTO  KOJMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HAaXOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KoMnploTepHBIll BUPYC - 3TO Pa3HOBUJHOCTH KOMIIBIOTEPHBIX INPOTrpamMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOIl SBISICTCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pomonHeHume K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailabl M JaHHBIE,
IOJKOHTPOJIbHBIE M0JIb30BATEI0, OT UMEHU KOTOPOIo ObuIa 3alyllieHa 3apaxEéHHas Iporpamma,
a TaKXKe TMOBPEIUTh WIM JIa)K€ YHUYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
nesoM. B GonbIIMHCTBE cilyyaeB pacpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Mcnonp3yil coBpeMEeHHbIE ONEPAl[MOHHBIE CUCTEMbI, UMEIOLINE CEePhE3HBIM YPOBEHb 3aIUTHI
OT BPEJIOHOCHBIX IIPOTPaMM;

2. IloctosHHO ycTaHaBnuBail mnatyu (UUQpOBBIE 3alJaTKH, KOTOPbIE AaBTOMATUYECKU
YCTaHABIMBAIOTCA C ILEJIbI0 J0pabOTKM MporpaMMmbl) U Jpyrue OOHOBIIEHUS CBOEH
orepanuoHHoi cucrembl. CkaunBail X TOJIBKO ¢ odunuaibHoro caira pazpadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEPE TI0J] ITPaBaMu TOJIb30BATEIIsA, a HE aJMHHUCTpATOpa. JTO HE
TII0O3BOJIUT 6OJ'II)HH/IHCTBy BPCAOHOCHBIX MNpPOrpaMM HHCTATLNIMPOBATHCA HAa TBOEM IICPCOHAIIBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Vcnonp3yil BHeUIHME HOCUTENM WH(POpMAlMM, Takue Kak ¢uiemka, AUCK wiu (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (hallIbl, MTOJyYEeHHBIE U3 HEHAIEKHBIX HUCTOYHHMKOB. Jlaxe Te
¢aiinbl, KOTOpbIE MPUCIIaT TBOW 3HaKOMBIH. Jlydilie yTouHu y Hero, OTIpaBJIsl U OH TeOe UX.

Ceru WI-FI

Wi-Fi - 970 He Bu mepeaauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIb OpeH 1, mapka. Emte B 1991
rofy HUIepJaHAcKas KommaHus 3apeructpupoBana Openng «WECA», uyro o6o3Hauano
cinoBocodetanue «Wireless Fidelity», KOoTopbIii TepeBOAUTCS KaK «OECIPOBOIHAS TOYHOCTD Y.

Jlo Hamero BpeMeHH Jolia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH K€ TEXHOJIOTHEH.
D10 abOpeBuarypa «Wi-Fi». Takoe Ha3Banume OBUIO JaHO C HAMEKOM Ha CTAHAAPT BBICIIUUN
3BykoBo# TexHuku Hi-Fi, 4To B mepeBojie 03HaYaeT «BBICOKAS TOUHOCTH.

Ha, OecmiaTHBIM WHTEPHET-JAOCTYN B Kade, OTeNsIX W a’ponoprax SBISETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. HoO MHOTHE AKCHEepTHl CYMTAIOT, YTO 00uienocTynubie Wi-
Fi cetu He sBNsAIOTCA G€30MaCHBIMHU.



CogeTbl 10 60e30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

1. He nepenaraii cBoro nuunyto mHpOpMaImio yepe3 obmenocrynuasie Wi-Fi ceru. Paborast B
HUX, JKEJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI U KaKUe-TO HOMEpA;

2. HWcnonp3yil u OOHOBIANM aHTUBUPYCHbIE IporpamMmbl M OpanHamayep. Tem caMbIM Thbl
obe3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢yakmmo «O0mmii qoctyn K (aiinaM U mpuHTEpam».
JanHast GyHKIMS 3aKpbITa [0 YMOJYAHHUIO, OJJHAKO HEKOTOpBIEC MOJIb30BATEIH AKTUBUPYIOT €&
11 y10OCTBa UCIIONIB30BAHUS B paboTe min yueoe;

4. He ucnons3yii nyosmunbiii WI-FI 11 mepenaym JIMUHBIX TaHHBIX, HaIIPUMEP IS BBIXOJA B
COIMAJIbHBIE CETU MJIM B DJIEKTPOHHYIO MOUTY;

5. Ucnonb3yii Tonpko 3amuuieHHoe coeaunenue uyepes HTTPS, a ne HTTP, T.e. mpu Habope
Be0-apeca BBOAM UMEHHO «https://»;

6. B mo6unbHOM Tenedone otkmoun ¢ynknuio «llogkmrouenne k Wi-Fi aBTomatuuecku». He
JIOITyCKai aBTOMaTHYECKOTO MOIKITIOYEHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.

ConuajbHBIE CeTH

ConuanbHble CETHM aKTHBHO BXOJST B Hallly *XU3Hb, MHOTHME JIIOAM padOTalOT M XKUBYT TaMm
noCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAp] YEJIOBEK, YTO SIBISETCA OJIHOU
CeIbMOI BCEX JKUTENICH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UIMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJileHa M UCIIOJIb30BaHa KEM YTO/IHO, B
TOM 4HCJIE€ HE 00513aTeIbHO ¢ OJ1aruMU HaMEPEHHSIMH.

OCHOBHBIC COBETHI 110 0€30ITACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuub cnucok jpy3eil. Y Te0s B Apy3bsiX HE JOIKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIIOAEH;

2. 3ammmail cBO 4acTHYIO >XKu3Hb. He ykasbiBail mapomu, TenedoHbl, aapeca, JaTy TBOETO
POXJIEHUS U JIPYTYIO JUYHYI0O MHGOpManuioo. 3JI0yMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jaxe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MPOBCCTHU KAHUKYJIbI;

3. 3amminail cBOIO peNyTaLuIo - JIep>KU €€ B YUCTOTe M 3ajaBail ceGe Bompoc: XoTed Obl Thl,
YyTOOBI JApPYyTU€ TOJb30BATENM BHUJEIH, YTO Thl 3arpyxaems? Ilogymail, mpexae 4yeM 4YTO-TO
OIyOJIMKOBATh, HAITUCATD U 3aTPY3UTh;

4. Ecnu Tl TOBOPHIIB C JIFOJbMHU, KOTOPHIX HE 3HAEIlb, HE MCIOJB3YH CBOE pPEaTbHOE UMS H
JIPYTYIO THYHYIO HHPOPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U MpOoUee;

5. N3berait pasmenienusi ¢otorpaduii B MHTEepHETE, TA€ THI M300pa)kK€H HAa MECTHOCTH, IO
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. Ilpu perucrtpanuu B COLMATBHONW CETH HEOOXOAMMO HCIIOJIB30BaTh CIOXKHBIC MapOJIH,
cocrosmue u3 OykB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHEe §;

7. JIna conuabHOM CETH, MOYTH M IPYTUX CAaUTOB HEOOXOJAMMO MCIOJIb30BATh Pa3HbIC MAPOJIH.
Torna ecnu Te0s B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.



JJIeKTPOHHBbIE IeHbIH

DJEeKTPOHHbIE JEHBIM — 3TO OYECHb YIOOHBIA CHoco0 TIaTeXxeil, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JICHBIU.

3JI€KTpOHHBI€ JCHbI'M IIOABUWJIIMCh COBCEM HCAABHO MW HMCHHO H3-3a 3TOI'O BO MHOI'HMX
rocygapCTBax 40 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun ke oHn (yHKIMOHHMPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe X Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHMMHBbIE. Pa3sHuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HASHTH(PHUKAIUK MOJb30BaTesl, a B
HEaHOHMMHBIX MJIEHTU(DUKALIMHU TO0JIb30BaTElIs ABISAETCS 00s3aTeIbHOM.

Taroke cieayer pa3ndarh MEKTPOHHBIE (PUATHBIE IEHBIU (PaBHBI TOCYIaPCTBEHHBIM BAITIOTaM)
U JIEKTPOHHbIE He(puaTHbIe NEHbIH (HE paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI TI0 OE30MACHOM paboTe € NEKTPOHHBIMH JJCHbIaMH:

1. IlpuBspku K cYeTy MOOWIBHBIN TeiaepoH. DTO camblii yHOOHBI W OBICTPBIA crOCO0
BOCCTAHOBUTH JIOCTYI K cueTy. l[lpuBs3aHHBIA TenedoH MOMOXKET, eciu 3aldyaenib CBOU
TUTATS)KHBIA TTAPOJIh WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ucnonp3yii ogHOpa3oBbie mapoiu. [locie mepexona Ha YCUIICHHYIO aBTOPHU3AIUIO TeOe yxe
He Oy/IeT yrpoXkaTh OMACHOCTb KPa)KH UITU MepexBara MIaTeKHOro MapoJis;

3. Bribepu cnoxsbiii mapoiss. [IpectynmHukam OyneT HE MPOCTO yraaaTh CIOKHBIA Hapoilb.
HanexHble naposau — 3T0 1apoJiu, KOTOPbIE COJepKaT He MEHee 8§ 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U TPONUCHBbIE OYKBbI, HU(PBHl U HECKOIbKO CHUMBOJIOB, TaKM€ KaK 3HaK JoJulapa,
¢byHTa, BocKIMLATeNbHBIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE JI0BEPSICILIb.
DJICKTPOHHAS 1OYTA

ONEeKTpOHHAas MOouYTa — 3TO TEXHOJIOTHUSA W NIPEJOCTaBIsiEMbIE €I0 YCIYTH IO MEpPEeCchUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIEHHMH, KOTOpPBIE PACHPEIENSIOTCS B KOMIIBIOTEPHOM CETH.
OO6b1yHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLIUM oOpa3zom:
UMs_TONIb30BaTeI(@KUMsL_JoMeHa. Takke KpoMme TIepelaud MpOCTOro TEKCTa HUMeeTcs
BO3MOXKHOCTb IepeaaBaTh (paisibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOM MOUTOM:
1. Hago BBIOpaTh mnpaBUIIBHBIA MOYTOBBIM cepBHc. B HHTepHETE eCThb OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIH B

pEUTHHTE;

2. He ykaspiBaii B JMYHOW mouTe JMuYHYI uHH(popmanuioo. Hampumep, nydiie BbIOpaTh
«My3BIKaITBHBIN _(panaT@» mm «pok2013» BMecTo «remal3dy;

3. Mcnonb3yii ABYXSTalHYK aBTOPU3ALMIO. DTO KOTJa MOMUMO Hapoiisi HY>KHO BBOJUTH KOJ,
npucbuIaeMblil mo SMS;

4. Boibepu coxHBIA Tapoib. I KaKI0T0 MOYTOBOTO SIIUKA OJKEH ObITh CBOW HaJIC)KHBIH,
YCTOMYUBBIN K B3JIOMY MapOJIb;



5. Ecnm ectb BO3MOXHOCTh HamucaTb CaMOMYy CBOM JIMYHBIM BONPOC, HCHOJB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yll HECKOJIBKO MOYTOBBIX AIMMKOB. [IepBBIil 11s1 4aCTHOM MEPENUCKU C aapecaTaMu,
KOTOPBIM ThI JIOBEPSICIIb. DTO AIEKTPOHHBIN aJ[peC HE HAJI0 MCIOJIb30BaTh MPU PErUCTPALIMH HA
dbopymax u caiftax;

7. He oTkpbIBail (aiinbsl U Apyrue BIOKEHHS B MUChbMax AAXKE €CIAM OHHM NMPHIUIA OT TBOMX
apys3eil. Jlydiie yTouHM y HUX, OTHPABIIsUIM JIM OHU Tebe 3TH (aiiibl;

8. Ilocie okoHuaHUs pabOTHI HA MMOYTOBOM CEPBUCE IMEpe] 3aKPhITHEM BKIAJKH C CAaTOM He
3a0yabp HaXXaTh Ha «BBIATHY.

Knﬁepﬁymmﬂr NUJIH BUPTYAJIbHOC U31€BaATECJILCTBO

KubepOymnuHr — mpecieqoBaHue COOOIIEHUSMHU, COAEPKAIIMMU OCKOPOJIEHHS, arpeccuio,
3alyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI IO 60pHOE ¢ KHOEPOYILITUHTOM:

1. He Opocaiicst B 60#. Jlyumuii cioco6: mocoBeTOBaThCS Kak ceOs BECTH M, €CJIM HET TOro, K
KOMY MOXHO OOpaTuUTbCS, TO BHa4yajle YCINOKOMThCA. Eciau Tl HayHEmb OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €I1le O0IbIIe Pa30XKKEITh KOHPIUKT;

2. YopaBinsii cBoel kubeppenyrauuen;

3. AHOHMMHOCTb B ceTu MHUMas. CyIleCTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XyJIMTaHCKUI 00pa3 BUPTyalnbHOH kHU3HHU. MIHTEpHET (UKCUpPYET BCE TBOU
NEHCTBUS U COXpaHSeT UX. Y JaIUTh UX OyJeT KpailHe 3aTpyIHUTENBHO;

5. CoGmrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyil enuHuuyHblii HeraTuB. OJHOpPa30BbIE OCKOPOMUTEIbHBIE COOOIICHUS JIy4llle
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMHU, B COITMATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOINEHUH C OMPEIeICHHBIX aIpecoB;

8. Ecu TBI cBUAeTenh KuOepOyuiimHTa. TBOM NMEHCTBHS: BBICTYIHUTH MPOTHUB TPECieoBaTENs,
MoKa3aTb €My, YTO €ro JCWCTBUS OLIEHUMBAIOTCS HETaTUBHO, IMOAAEPKATh JKEPTBY, KOTOPOU
HY)XHa TICHXOJIOTHYECKasi TIOMOIIb, COOOIINUTHh B3POCIBIM O (paKkTe arpecCHBHOTO TMOBEICHUS B
CeTH.

MoOnbHbIi Tes1eoH

CoBpeMeHHbIEe cMapT(HOHBI U IUIAHIIETH CO/AEpKaT B ce0e BIIOJIIHE B3POCIHbIA (YHKIMOHAM, U
TEIepp OHM MOTYT KOHKYpHUpOBaTh CO CTAalMOHApHBIMM KommbroTepamu. OpHAKo, CpelacTB
3alUTHI JIs1 TOJJOOHBIX YCTPOMCTB MOKa O4eHb Mayio. TecTHpOBaHHE W MOMCK YA3BUMOCTEH B
HUX NIPOMCXOJUT HE Tak MHTeHCUBHO, kak a1 [IK, To ke camoe kacaercss U MOOMJIBHBIX
IIPUIIOKEHUN.



CoBpeMeHHBIE MOOMIIBHBIE Opay3ephl yXKe MPaKTHYECKN JOTHAIN HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue (GyHKIMOHAJa BIICUET 3a c000i OOBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce MNPOU3BOAMUTENM BBINYCKAIOT OOHOBJICHMS, 3aKpBIBAIOIINE KPUTHYECKUE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUIBLHOTO TeJ'Ie(l)OHaZ

1. Huyero He siBIsieTCs MO-HACTOALIEMY OecrulaTHbIM. Byab OCTOpOXXKEeH, Beab Korjga Ttede
npeiaraT OecriaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO IUIATHBIE YCIIYTH;

2. Jlymaii, mpexae uyem otrpaButb SMS, poTto unm Buaeo. Tol TouHO 3HaeUIb, TJi€ OHU OyIyT B
KOHEYHOM HUTOre?

3. Heo0xoaumMo 0OHOBIATH OMEPAIIMOHHYIO0 CUCTEMY TBOETO cMapT(hoHa;
4. Vicnonp3yil aHTUBUPYCHBIE MPOTPAMMBI JJ1s1 MOOMIIBHBIX TeIe()OHOB;

5. He 3arpyxail NpUIOKEHUS OT HEU3BECTHOIO HCTOYHUKA, BEIb OHU MOTLYT COAEpKaTh
BPEIOHOCHOE MPOrpaMMHOe 00ecrieYeHue;

6. [Tocne Toro Kak Thl BeIMIEIIb C caiiTa, I/1€ BBOAWI JUUYHYIO HH(POPMALIKIO, 3ai/I1 B HACTPONKHU
Opaysepa u ynanu cookies;

7. Ilepnonnuecku NpoBepsid KaKKe IJIaTHIE YCIIYTM aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. JlaBaii cBOW HOMep MOOMJIBHOTO TejaeOoHA TOJBKO JIFOJSAM, KOTOPBIX Thl 3Haellb U KOMY
JIOBEpsiClIb;

9. Bluetooth nomkeHn OBITh BBIKIIOYEH, KOTJIa Thl UM HE ToONb3yelibcs. He 3a0biBail nHOTIA
MIPOBEPSITH ITO.

Online urpsi

COBpeMGHHBIG OHHaﬁH-HFpBI - OTO KpaCOYHBIC, 3aXBaTbIBAIOIIUC PA3BJICYCHU, O6’B€I[I/IH$[IOHII/IG
COTHHU TBICAY YCJIOBCK 110 BCEMY MHDPY. I/IFpOKI/I HCCICAYIOT I[aHHBIﬁ UM MUD, 06H_[8.I-OTC$[ ApyTr C
APYrom, BBIIMIOJIHAIOT 3aJlaHUs, CpaXarOoTCsd ¢ MOHCTpaMH W ITOJYYarOT OIIBIT. 3a YAOBOJLCTBUEC
OHU IUIATAT: IMOKYIIAOT AHUCK, OIIJIaYUBArOT a0OHEMEHT HIIH an06peTa10T KaKuC-TO OIIIHH.

Bce »TH cpeacTBa uayT Ha MoAajepKaHWE M Pa3BUTHE UIPHI, a TAKXKEe Ha caMmy O€30MacHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbl aBTOPH3AIIMH, BBITYCKAIOTCSI HOBBIE MaTuu (IU(POBBIE 3aIUIaTKU

JUTSL IPOTPAaMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI(O6HBIX HUrpax CTOUT OIIaCaTbCA HC CTOJIBKO CBOUX COICPHUKOB, CKOJIBKO KpPaXHU TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3alluH OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu npyroit urpok BeAeT cebsl II0X0 WM CO3JaeT Te0e HeMpUATHOCTH, 3a0JI0KUPYH €ro B
CIIHCKE UTPOKOB;

2. Iloxanyiica agMUHHCTpaTOpaM WIrphl Ha IUIOXO€ MOBEICHHE ATOr0 MIPOKa, >KEIaTeIbHO
MPUIOKUTH KaKHE-TO JI0KA3aTeJIbCTBA B BUJE CKPUHOB;



3. He yka3wiBaii muunyro uHdopmaiuio B mpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uMaabHpIe TATYH U MOJIBI,

6. Mcnonp3yil ClI0KHBIE U pa3HbIe ApOJIH;

7. Jlaxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYaTh aHTUBHpPYC. [loka Thl urpaems, TBOH KOMIIBIOTEP
MOTYT 3apa3HTh.

@OUuIMHT WIN Kpaxka JUIHbIX JAHHBIX

OObIYHON KpaXkel JeHer W JOKYMEHTOB CEroJHS YK€ HUKOTO HE YAMBHILb, HO C Pa3BUTUEM
WHTEPHET-TEXHOJIOTUH  3JIOYMBIIIJICHHUKNA IEPEMECTUINCh B HHTEPHET, U IPOJOJDKAIOT
3aHUMATbHCS WIFOOUMBIMY JEJIOM.

Tak nosiBUIach HOBas Yrpo3a: HHTEPHET-MOIIICHHHUYECTBA WM (PUIIUHT, TJIaBHAS LIEJIb KOTOPOTO
COCTOWT B MOJTYYCHHH KOHPUACHIIMATBHBIX JAaHHBIX MOJb30BaTENIe — JIOTHHOB U mapoiieil. Ha
aHTIUHCKOM si3bike phishing untaercs xak ¢umuHr (ot fishing — preibHas nons, password —
MapoJib).

OcHOBHBIE COBETHI 110 60PHOE ¢ QUITHHTOM:

1. Cnenun 3a cBouM akkayHTOM. Eciii TBI mOJ03peBaeib, 4TO TBOSI aHKETa ObUIa B3JIOMaHa, TO
HEOO0X0MMO 3a0JIOKMPOBATh €€ U COOOIIUTh aJAMUHUCTPATOPAM pecypca 00 3TOM KaK MOXHO
cKopee;

2. I/ICHOHBSYﬁ Oe30ImacHbIe Be6-caflTH, B TOM YHUCJIC, THTCPHCT-MAlra3MHOB U ITIOUCKOBBIX CUCTCM;

3. Ucnonw3yit ciioxHBIE U pa3Hble MNapoiau. Takum oOpazoM, eciu TeOs B3JIOMAalOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Eciun 1e0s B37IOMaIM, TO HEOOXOAMMO MNPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no0aBiieHb! y T€Os B IpY3bsIX, O TOM, YTO TeOs B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU Oy/eT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CAaliThI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He otkpbiBail ¢aiinpl U Apyrue BIOKEHUS B MUChMax AK€ €CIM OHH MPHUIILIA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIA JIU OHU Te0e 3T (paiiibl.

Hudposas penyranus

[MudpoBast penyrauust - 3TO HEraTUBHAs WM MO3UTHBHAs HHGOpManus B ceTH 0 Tebe.
Komnpomerupyromas uHpopManus pa3MelleHHass B MHTEPHETE MOXET Cepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «{udposas pemyranus» - 370 TBOM UMHIK, KOTOPBIN
dopmupyetcst u3 uHpopMaIMK O Tebe B MHTEPHETE.

TBoe MecTo KHUTEIbCTBA, y4ueObl, TBOE€ (PMHAHCOBOE TOJIOKCHHE, OCOOCHHOCTH XapakTepa W
paccka3bl 0 OJU3KHUX - BCE 9TO HAKAIINBACTCS B CETH.



MHorre TOAPOCTKH JIETKOMBICIICGHHO OTHOCSTCS K MYOJUKAMU JUYHOW HWHGPOPMAIMK B
NuTtepHeTe, HE MOHMMAas BO3MOXHBIX NOCHEACTBUM. Thl 1axke HE CMOXKEIIb J0TaJaTbCcsi O TOM,
yTto pororpadus, pazmerieHHas S €T Ha3a/, CTajla MPUIMHON 0TKa3a MPHUHATH TeOsl Ha padoTy.

KommenTapuu, pa3menienne TBoux (Gortorpaduii U qpyrue ASWCTBUS MOTYT HE HCUE3HYTh JaKe
10CJI€ TOTO, KaK Thl MX YAANHIb. Thl HE 3HAa€lllb, KTO COXPaHWI 3Ty MH(OpPMAIMIO, [oMaNa JIx
OHa B IIOMCKOBBIE CHCTEMbl M COXpPAHWIACh JHM OHA, a IJAaBHOE: 4YTO MHOJYMAalT O Tebe
OKpY’Karollee JIIOAH, KOTOpble HAaliAyT U yBUIAT 3T0. HaliTu mHpOpMaLnio MHOTO JIET CIYCTS
CMOXeT JI000# - Kak U3 MOOphIX MOOYXAEHUH, TaKk U C HaMEpEHHUEM IMPHYMHHUTH BpeA. JTO
MOYET OBITh KTO YIOJHO.

OCHOBHBIE COBETHI IO 3aLIUTE LU(PPOBON permyTaIiu:

1. [Togymaii, mpex e yeM 4To-TO MyOJIMKOBATh U MepeaBaTh y ceds B 6Jiore Win B COLUAIbHON
CeTH;

2. B Hacrtpoiikax mnpo¢uisi yCTaHOBH OTPAaHHUYEHHUS HA MPOCMOTP TBOEro HpOGuUIs U €ro
COJIEP’KUMOT0, ClIeNail ero TOJIBKO «UIsl IpYy3ei»;

3. He pa3memaii 1 He yka3biBall MHPOPMAIMIO, KOTOPAsk MOXET KOTrO-JIMOO OCKOPOJISTH WU
00MXKaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE UIIKOJIBHUKM - aKTUBHBIE MOJb30BaTenu LuppoBoro mnpocrpancTBa. OJIHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTHMHU BO3MOXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOITIO/ICHHSI TIPaB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

TepMUH  «MHTEIUVIEKTyallbHasi COOCTBEHHOCTbY» OTHOCHUTCS K  Pa3IMYHBIM  TBOPEHHUSAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETEeHHMH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTM , M 3aKaHUuMBas KHUramu, QotorpadusimMu, KUHOQUIBMaMH U
MY3bIKaJIbHBIMU POU3BEICHUSIMHU.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOMU3BEIECHUS HAYKH,
JUTEPATyppl M HUCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIIAIOT B KadeCTBE TapaHTUU TOTO, 4YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBelJIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyna, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
HuxkTo 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTD €ro MPOU3BEICHHE, PACIPOCTPAHSTD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATh, IMYCKaTh B IMpOKaT, MyOIMYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIOIHATH B A(Hpe UK pazmeniaTsh B IHTepHeTe.

Hcnonp30BaHue «IHUPaTCKOro» MPOrpaMMHOr0O OO0ecTeyeHUs] MOXET INPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JaHHBIX K TBOMM aKKayHTaM JI0 OJOKMPOBKHM TBOETO YCTPOWCTBa, IJIe
YCTaHOBJICHHBIH HE JlerajpHas mnporpamma. He cTout Ttaxkke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble ¥ OecCIIaTHbIE TPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJjue

CereBH4OK.pp - TBOH TIJIaBHBIH COBETYHK B CeTH. 3eCh Thl MOXKellb Y3HATH O
0€30IMaCHOCTH B Ce€TH MNOHATHBIM H AOCTYIIHBIM HA3BIKOM, a IIPH BO3HUKHOBCHMUU
KPUTHYECKOH CUTyalluu OOPAaTUThCH 32 COBETOM. A TaKKe MPUHATH y4acTHe B KOHKYpcax
U CTATh CaMbIM HU(POBBIM I'PAKTAHUHOM!



